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U.S. Department of Education Guaranty Agency 

Organization Participation Agreement

	    Guaranty Agency Code  ______________

    Name of Guaranty Agency _____________________________________________________

    Authorizing Official  __________________________________________________________

    


By completing this form and signing the certification, you are agreeing to electronically submit and receive information and data required to be submitted on the ED Form 2000 or Guaranty Agency Financial Report to the Department of Education (ED).  You may choose ‘site’ points at your organization or at a third-party servicer to send and receive data on your organization's behalf.   By signing this certification, you certify that all information submitted to the Department is and will be accurate and correct.  

Attention: A guaranty agency must complete all parts of this form and certification to participate in the Office of Student Financial Assistance’s  electronic information and data exchange with the financial management system (FMS).

Any questions please contact us at FSA_GAR@ed.gov.













	For Office Use Only

Date ____________




	Certification:

As an authorized participant in the electronic submission of the Guaranty Agency Financial Report, I certify, by my signature below that:

The data that my organization or its agent will submit to the U.S. Department of Education electronically pursuant to this agreement is and will be correct to the best of my knowledge and belief.  I certify that it conforms to laws, regulations, and policies applicable to the Federal Family Education Loan Program.  I certify under threat of penalty (including loss of reinsurance) that diligent attempts have been made to locate borrowers through reasonable skip tracing techniques for which default claims are filed herein.  I understand  that all documents, files, accounts and records supporting this data are subject to audit or review by the Secretary of Education or other authorized representatives of the United States Government and I agree to make all such documents, files, accounts and records available to the Secretary or such authorized representatives without restriction.

Warning:

Any person who submits false or inaccurate data may be subject to civil action and/or criminal penalties under the laws of the United States.  Any person who knowingly and willfully destroys or conceals any record(s) relating to the provision of assistance under Title IV of the Higher Education Act of 1965, as amended, or attempts to so destroy or conceal with intent to defraud the United States or to prevent the United States from enforcing any right obtained by subrogation under Part B of Title IV, shall upon conviction thereof, be fined not more than $20,000, or imprisoned not more than 5 years, or both, under the provisions of 20 U.S.C. 1097.


	Designating Organization/Guaranty Agency Authorizing Official (Destination Point Administrator)

Name (please print) _______________________________________     Title  ___________________________

Signature _______________________________________________      Date ___________________________



Original signatures are required.  Stamped or photocopied signatures will not be accepted.

	United States Department of Education Use Only!

__________________________________________________________________________________________

Signature of Authorized U.S. Department of Education Representative                                     Date




I. Definition of terms:

The Guaranty Agency is the entity which participates in the electronic Student Financial Assistance Guarantor Payment program with the United States Department of Education, hereafter referred to as the Department.

A site point is the organization actually transmitting data to or receiving data from the Department.  

The Guaranty Agency may designate a site point as a particular office or person in the agency, or a separate third-party servicer acting on the guaranty agency’s behalf.

II.
The Guaranty Agency agrees to:

Transmit documents to the Department via a link from the following website: 

http://www.fp.ed.gov/
Participate in tests of its electronic processing system and procedures with Department staff.  Upon successful completion of testing, the Department will begin using the electronic processing system to exchange data and information with the guaranty agency unless the guaranty agency violates the terms of this agreement and certification.   

Provide and maintain, at own expense, all machines, and programs necessary to effectively and reliably transmit and receive data.

Submit Guaranty Agency Financial Reports using File Transfer Protocol (FTP) or data entry in accordance with the Department’s requirements and directions.  Provide the Department with the name and address of the person legally responsible for the accuracy of the data and the transmissions to FSA.

Certify the accuracy and completeness of the data electronically transmitted to FSA’s Financial Management System.

Accurately complete all steps on the Agreement and Certification and promptly notify FSA of any change to the information provided herein.

Any Guaranty Agency that fails to comply with the Department’s procedures for electronic processing or violates applicable Federal laws or regulations regarding the submission of Guaranty Agency Financial Report data will be immediately suspended from participation in all electronic FSA Financial Management System services and may be subject to limitation, suspension or termination of its participation in the Federal Family Education Loan program.

III.
Security

Any Guaranty Agency submitting Guaranty Agency Financial Report data via FSA’s Financial Management System shall follow these security practices:

	ID and Password

Responsibilities
	Individual general users, service administrators, and product administrators are responsible for practicing effective password management.  Users are responsible for maintaining the secrecy of their IDs as well as their passwords.  Authorized users will be held responsible for all data transmitted to FSA under their user ID.


	Logging Off Unattended

Terminals
	Terminals should be logged off the network before they are turned off or left unattended.  Logged-on terminals should not be left unattended.  If terminals are to be left unattended for any reason, keyboard locks should be used.


	Physical Security Procedures And Responsibilities


	The Guaranty Agency is responsible for the physical security of facilities at the sites that are connected to the network.  This includes but is not limited to terminals, PCs, printers and so on. Guaranty Agencies are to report to FSA immediately any security incidents involving access to FSA’s Financial Management System.


	Reporting Suspected

Security Breaches
	All users are responsible for bringing suspected security breaches to the attention of their management.


	Security Breaches and Termination of Service
	If FSA suspects misuse of the client network connection, FSA will immediately suspend direct access pending an inquiry.  The client will be notified as to why access has been suspended.


	ID and Password 

Re-Assignment
	The Guaranty Agency will notify FSA each time a user ID is reassigned to a new responsible party, and will ensure a new password is used by the new user of the reassigned user ID.

This responsibility includes placing stringent controls over user ID passwords.  In our experience, these are the single most neglected security mechanisms.  We recommend using passwords of at least six characters, making them hard to guess, and changing them frequently.

If the information assets controlled by the application are of 

considerable value -- and only you can make that determination – you should employ additional control measures.


IV.
If the guaranty agency meets the requirements for participation in the electronic processing system, the Department will:

1. Allow web submission of Guaranty Agency Financial Report data to Student Financial Assistance Guaranty Agency Reporting processing, using File Transfer Protocol (FTP) or data entry.

2. Acknowledge web submissions by receipt that includes date and time of the transaction.

3. Notify the Guaranty Agency if it does not accept the substance of the received web data.

4. Using FSA’s Financial Management System security protocol, establish an identification and password for each Guaranty Agency.

V. Miscellaneous:

1. This Agreement is in effect for two years or until terminated by the guaranty agency or the Department.  Termination is achieved by providing written notice to the other party at least 30 days in advance.  

2. The Guaranty Agency agrees to submit data in the format specified by the U.S. Department of Education.
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